
The advantages of using cloud-based systems for your business are clear: 
increased mobility, flexibility, and cost-efficiency, resulting ultimately in an 
improved customer experience. 

It’s surprising, therefore, how many UK businesses are still reluctant to adapt cloud solutions. 
This is often due to managers and business leaders sticking with outdated on-site technology 
because they view these as more secure than new cloud and mobile solutions.1 Security 
concerns are currently the main barrier for migration to the cloud, with 91% of organisations 
having such concerns, including issues like data loss or leakage, data privacy, confidentiality, 
and legal compliance.2

But are these concerns about ERP cloud security justified?
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By acknowledging that data breaches are 
now considered a standard business cost 
and that the average total cost of a data 
breach in the UK is more than £2.5 million, 
the immediate answer would have to be 
‘yes’.3 Especially, as those breaches often 
also result in severe reputational damage, 
when customers lose trust in in a company’s 
ability to keep their data safe.1

No need to lose all hope just yet, though 
- it’s not all bad news. Recently, cloud 
solutions have seen immense growth 
and development, especially regarding 
security issues. By most experts, and more 
and more users, they are now regarded 
as being much more secure than legacy 
systems.4 It is predicted that the use of 
cloud services will increase rapidly in 2017, 
with new technologies being developed 
constantly.5

Implementing a cloud solution for your 
business can significantly lower the 
costs and complexity of your security 
infrastructure, while still providing a high 
level of security. Notably, 94% of SMEs 
reported to have experienced security 
benefits since migrating to the cloud.6

So, while data breaches and cyberattacks 
still represent a major threat for all 
businesses in 2017, you can significantly 
reduce your risk by using a secure cloud 
solution.7

What is most important, when considering 
a move to cloud, is having the right partner.
Somebody you can trust with your sensitive 
data, somebody who provides you with a 
level of security that will let you sleep well 
at night.

How Khaos Control Cloud 
delivers a secure solution 
for your business

To ensure that our Cloud ERP 
application is as secure as possible we 
implement a wide variety of measures 
and safeguards. 

To increase transparency for our customers, we’ve broken down some of the most 
important steps: 

1. Firstly, from a server-related point of view, each instance of Khaos Control Cloud 
has a separate independent database. This ensures that every company, which uses 
our Cloud ERP, can be certain that their data is secure and cannot be shared. 

2. The datacentre, where this data is stored, is PCI compliant, as you would expect.

3. All our servers are equipped with backup hardware to prevent data loss. 
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4. In the extremely unlikely event that a severe physical damage takes place in the 
datacentre, let’s say a fire for example, then your data is still safely stored in our 
backup facility, located in a completely different datacentre - hundreds of miles away 
from the main one. All databases are backed up daily overnight.

5. Data is, of course, encrypted while it travels between those datacentres, to 
guarantee it cannot be read or accessed. Also, all login data and passwords are 
encrypted. Not even a Khaos Control support technician can read them. 

6. As an additional security measure, the cloud server can only be accessed from 
our HQ, here in Grantham. Obviously, we cannot prevent our customers’ employees 
from accessing the data for the purpose of support services. But even they cannot, 
for example, access the cloud databases from their home-computer or any other 
place, because access is strictly limited. 

a. This is ensured, amongst other elements, by our extremely reliable firewall. It 
also includes a standard set of rules to detect anything that is ‘out of the ordinary’ 
and to stop unauthorised access. 

b. Furthermore, as a standard security measure, all cloud pages are served over 
https to provide a secure communication at all times. 

7. We also ensure a high level of security from a user’s perspective. This includes, 
for example, measures to prevent Javascript and SQL injections, so that intruders 
cannot run programs of this nature on the Khaos Control Cloud website and gain 
access to protected information. 

8. Khaos Control Cloud also uses session management to make sure that the times, 
places and devices for login are limited and cannot be misused. 

9. Furthermore, our programmers use obfuscation on the client-side code. This 
means they deliberately create source code that is especially difficult to understand, 
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with the aim of preventing people from snooping around and acquiring background 
knowledge about the application. 

10. When generating customer and supplier documents such as invoices or delivery 
notes, the client device itself doesn’t have to do anything. Instead, the data is sent 
through to our servers, which then call our reporting tool ‘KReports’ with the correct 
parameters, such as API keys (a unique value assigned to the user of a service for 
identification and authentication). As a result we can prevent people from finding out 
the relevant API keys and abusing KReports, or asking it for other customers’ printed 
reports and data.

Security is our first concern at all times to ensure that our customers’ data, both on 
their devices and on our servers, is protected.

If you are looking for a cloud-based ERP solution but you were concerned about 
security issues – don’t be. Khaos Control Cloud will provide you with a level of 
security that will let you sleep well at night.  

You can sign up for a free trial of our ERP on the Go, at www.khaoscloud.com.

Would you like to know more?

If you are interested in further ways to make your business less vulnerable to cyber-
criminality, also check out our blogpost on how to avoid hackers:
https://www.khaoscloud.com/top-tips-for-avoiding-hackers/
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